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[mgzﬁﬁ
TiH 7 #%& Samba IR%E5%
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WiH9. #HENAT RS

( P 6 45

y

fafh: WEBJRS 2%
IPHiLhE: 172.16.1.1
MK 172.16.1.254/24

EERY: Windows2003 @
\: )

Fith: EFE LT R4S A%
IPHihE: 172.16.1.2/24
M 172.16.1.254
HYERYE: Windows2003

WA I P ik«
172.16.1.254/24

. ZYHAE

And 4. 0. 33
VM & AL
## Cent0S7 64 . Windows XP

®
el

Web R %53

fith: NATHRZ 2%
BIEZES: Windows2003

% AInternet(fJ 1P
Ht: 55.44.33.1/24

fith: Internet L% )1
IPHithl: 55.44.33.2/24
#ERS: WindowXP

And 4. 1. centos Bt & yum J&




And 4. 1. 1. &0 A 58 yum X HF
&0 R Gy B WY yum SR
#t #t\ yum JEHE
cd /etc/yum. repos. d/

Bt v W ERLEND—T

[root@localhost ~]# cd /fetc/yum.repos.d/

[root@localhost yum.repos.d]# mv Cent05-Base.repo Cent0S-Base.repo.backup
[root@localhost yum.repos.d]# 1s

SNOEREEEEM G DN ElAlls) Cent0S-Media. repo mysql-community. repo
Cent05-CR.repo Cent05-Sources. repo mysql-community-source.
Cent0S5-Debuginfo.repo Cent0S-Vault.repo

Cent0S-fasttrack.repo Cent0S-x86 64-kernel.repo

[root@localhost yum.repos.d]# I

And 4. 1. 2. T #&H yum JFEE
R EFS T, #>CFTHE yum repos. d B2 T
B Hy 163 UK, wnRA Gk, T DUE A B e IR R R
(163 J&: mirrors. 163. com/. help)

“— (@] 0] A F== | mirors.163.com/help/

2 FF RIS E AN

&t
mirrors.163.comERBAFREFITIRERIESE, BT AERAPRES SRR, HEISEnooEe.

BeiEi1rEHtnE&EsS e Ubuntu, Fedora, Debian, Arch, Gentoo, S\ackware%, B REm0nEm.
FMIEER 7 xEERABIE, FERNERAIER . BRI E AR ERI RS MRS, SNERIIRSEES

MREEFEARINEEED, WNETE FEMFEER(]: mirror@service.netease.com.

FREEREE

1. At AMSREEERMNETIRFEERNEZENTREa?
MTRESEH SR BNTIHERESARMSR SO CFSmES 8t MERIMTETESNBEESE $ierr @




< G m A 7Z== | mirrors.163.com/.help/centos.html

CentOSIR{FERAASED

RIS

* 386
* X86_64
¢ SRPMS

WIRARE
Rk

SEHRdE
S4/eES

O EirEmhIss

8 ErEOciTrasE

f2 7 InPrivate BIRFTFF5%E
ESEEORITITEE

8

FHEEREA

. o SHiss
{EFI%EA N
AINEIER >

aEEH/ el
B #=

nv fetc/y Cent0S-Base
B AXERTEE@R/MERE) >

ERT Rk o) = WEFHERNEY
CentOS7 Y/
L Len At
e CentOS5

BT TRSERER

2 4% yum B E SCHF 2 centos Y yum X B T F wget THRRF

Wget http://mirrors. 163. com/. help/Cent0S7-Base—163. repo

[root@localhost yum.repos.d]# wget http://mirrors.163.com/.help/Cent0S7-Base-163.repo
--2023-06-12 05:58:86-- http://mirrors.163.com/.help/Cent057-Base-163.repo

Resolving mirrors.163.com {(mirrors.163.com)... 60.191.80.11
Connecting to mirrors.163.com (mirrors.163.com)|60.191.80.11]|:80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 1572 {1.5K) [application/octet-stream]
Saving to: ‘Cent0S57-Base-163.repo’

108% [ =—==—=—==—===================================x] 1,572 --.-K/s in Os

2023-06-12 05:58:07 (113 MB/s) - ‘Cent0S7-Base-163.repo’ saved [1572/1572]

Iroot@localhost vum.renos.dl# B

And 4. 1. 3. yum B2 & 64~
And 4.1.3. 1. EBREF

yum clean all

And 4.1.3.2. A R &

yum makecache




base
extras

updates
(1/19) :
(2/19):
(3/19):
(4/19) :
(5/19) :
{6/19) :
(7/19):
(8/19):
(9/19):

(10419} :
(11/19):
(12/19):
(13/19):
(14/19):
(15/19):
(16/19) :
(17/19):
(18/19) :
(19/19) :

[reot@localhost yum.repos.dl# yum makecache
Loaded plugins: fastestmirror, langpacks
Determining fastest mirrors

mysql-connectors-community
mysql-tools-community
mysq156- community

base/7/x86 64/group gz

base/7/x86 64/primary db

extras/7/x86 64/primary db

base/7/x86 64/other db
extras/7/x86_64/other db

extras/7/x86 64/filelists db
mysql-connectors-community/x86 64/primary db
mysql-connectors-community/x86 64/other db
mysql-tools-community/x86 64/filelists db
mysql-tools-community/x86 64/other db
mysql56-community/x86 64/primary db
mysql56-community/x86 64/other db
mysql56-community/x86 64/filelists db
base/7/x86_64/filelists db
mysql-tools-community/x86_64/primary_db
updates/7/x86_64/filelists_db
updates/7/x86_64/other_db
updates/7/x86_64/primary_db

mysql-connectors-community/x86 64/filelists_db

[root@localhost yuﬁ.repos.d]# ~C
[root@localhost yum.repos.dl# [

And 4.1.3.3. EFAHFTE E
REXRWL, TSR A, LT IEHRHL vy BT,

And 4. 1.3.4. %A k# & SELinux

#t 1 service 3 systemctl % 7 kK &

23.2-65.e17 9.1

7.4.629-8.e17 9
2:7.4.629-8.el7 9

P O = BRI ORI RJRJ LU

%)
[=1]

tigervnc-server-minimal.x86 64 0:1.8.0-25.el7 9
tuned.noarch 0:2.11.0-12.e17 9
tzdata.noarch 0:2023c-1.el7
tzdata-java.noarch 0:2023c-1.el7
unzip.x86 64 0:6.0-24.e17 9
util-linux.x86 64 B:2.
vim-common.x86 64 2:7.4.629-8.el7 9
vim-enhanced.x86 64 2:
vim-filesystem.x86 64
vim-minimal.x86 64 2:7.4.629-8.el7 9
virt-what.x86 64 0:1.18-4.e17 9.1
webkitgtkd.xB86 64 0:2.28.2-3.el7
webkitgtkd-jsc.x86 64 0:2.28.2-3.el7
wpa_supplicant.x86 64 1:2.6-12.el7 9.2
xfsdump.x86 64 0:3.1.7-3.e17 9
xorg-x11-drv-ati.x86 64 0:19.0.1-3.el7 7
xorg-x11-server-Xorg.x86 64 0:1.20.4-23.e17 9
xorg-x11-server-common.x86 64 0:1.20.4-23.e17 9
xz.x86 64 0:5.2.2-2.e17 9
xz-1ibs.x86 64 0:5.2.2-2.el7 9
zenity.xB86 64 0:3.28.1-2.e17 9

[root@localhost yum.repos.dl# I

FRTH. ..

[root@localhost yum. repos. d]# service firewalld stop

[root@localhost yum. repos. d]# systemctl stop firewalld




el R

[root@localhost yum.repos.dl# service firewalld stop
Redirecting to /bin/systemctl stop firewalld.service
[root@localhost yum.repos.d)# systemctl stop firewalld
[root@localhost yum.repos.dl# ||

And 4.1.3.5. & 3% epel &

yum -y install epel-release

---> Package epel-release.noarch 8:7-11 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
epel-release noarch 7-11 extras 15 k

Transaction Summary

Install 1 Package

Total download size: 15 k

Installed size: 24 k

Downloading packages:

epel-release-7-11.noarch. rpm | 15 kB 00:00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : epel-release-7-11.noarch 1/1
Verifying : epel-release-7-11.noarch 1/1
Installed:
epel-release.noarch 0:7-11
(Complete!]

lrant@lacalhact wvim rannc AT#

And 4.2. % 1: #£Z VPN R % &

And 4.2. 1. %3 ppp M % 5 pptpd M5
yum install —y ppp

yum install -y pptpd

Repository centosplus is listed more than once in the configuration
Loading mirror speeds from cached hostfile

* base: mirrors.ustc.edu.cn

* epel: mirror-hnd.yuki.net.uk

* extras: mirrors.163.com

* updates: mirrors.163.com
Package ppp-2.4.5-34.el7 7.x86 64 already installed
Nothing to do

11ans>dlLion LesL succeeuea
Running transaction

and latest wversion

Installing : pptpd-1.4.0-2.el7.x86 64 1/1
Verifying : pptpd-1.4.0-2.e17.x86 64 1/1

And 4.2.2. BL & XL fn Bl P
And 4.2.2.1. B2 E pptpd X
vi /etc/pptpd. conf
EEXENXHRAARN, wRIAEZEAL, FEFEA chnod % X
IR B EHIT AR S H N A




MEARXZZEXEWUN K, 20T ipLEFmER, RFHRIABT
E%Eﬁﬁhmﬂm&ﬁT@% , BElwmm “4” £k, REFERY

e LEL LU LnE QLvern UTIE' TUU FIUZl SLLLL ©

# IP for each simultaneous client.
#
# (Recommended)

192.168.0.1
192.168.0.234-238,192.

localip
remotelp
# or
#localip 192.168.0.234-238,192.168.0.245
#remoteip 192.168.1.234-238,192.168.1.245
== INSERT --

And 4.2.2.2. B & ppp X

vi /etc/ppp/options. pptpd

Bl b7 —#, #ERBRINNEH, w3t 28" WA LS KR

KRG RALE| ms—dns FAT, HEEH % X%, Hikping TEIHRN, KX
B gk dns %M 114

# addresses to the clients. The first instance of this option

# specifies the primary DNS address; the second instance (if giwven)
# specifies the secondary DNS address.

ms-dns 114.114.114.114

168.0. 245

ms-dns 10.0.8.2

# If pppd is acting as a server for Microsoft Windows or "Samba"
# clients. this option allows pood to suoolv one or two WINS (Windows

And 4.2.2.3. B2 E sysctl Xt
vi /etc/sysctl. conf
EX R EMAN—AT:
net. ipv4. ip forward = 1

LR %2 AV ip AN
TP Eo A S _'J_'W-I-I-l'-lﬂ' L L F\-II. L L _"hl.l.d.ll':
#
# For more information, see sysctl.conf(5) :

net.ipvd.ip forward =

K3t N\ sysctl pE—THRERELEH

[root@localhost vum, repos.dl# sysctl -p
net.ipvd.ip forward =

And 4.2.2.4. BB Z P 3 A P
vi /etc/ppp/chap-secrets

# Secrets for authentication using CHAP
# client server secret IF addresses
admin * 123456 +J

AP




HE#: client==0K 5 service==fR % secret==%# IP addresses==4"H¢ ip
And 4.2.3. & 3 VPN R 4
systemctl start pptpd
systemctl enable pptpd

pos.d]# systemctl start pptpd
pos.d]# systemctl enable pptpd
pos.dl# ||

And 4.2.4. % VPN R 5 &

H:E I © B

0 zFan=mics ~  WLAN
T s SECHNS SRETBONE

B =5

| @ M550 Internet

AL, LA
4 J ST 1P E DNS 188, SRR S
[ iz
VPN

[ ]
- K O/l S
D wiEwmEs

() TR
£ EE Internet IEE
+ FEoh Tl

PNZSH] Internet > VPN

—

VPN =i — el %0 VPN
__——--'-'--——ﬂ__




Z5hn VPN e
VPN 255

Windows (RE) ~

EEETR

linuxé=&3EIIVPN

s EESratitbit
172168.1.7 fR55%%ip

VPN 28
Bz v

EREEMEE
RPENEE v

RP&AE

A E A

admin

EE(AiE)

Ve \

@ Iinuﬁé&‘iﬂll\fPN - e -

R e

@ linuxEESE0IIVPN

IFEsE
el
A
linuxEEEEYIVPN :
T WS v
RN EEER

1 VPN R4 2 b Jf ifconfig A AEE| £ T —/ ppp0 % &

ppp@: flags=4305<UP,POINTOPOINT , RUNNING, NOARP, MULTICAST= mtu 1396
inet 192.168.0.1 netmask 255.255.255.255 destination 192.168.0.234
ppp  txgueuelen 3 (Point-to-Point Protocol)
R} packets 257553 bytes 13873590 (13.2 MiB)
RX errors @ dropped 0 overruns @ frame @
TX packets 8 bytes 104 (104.0 B)
TX errors @ dropped 0 overruns 8 carrier 8 collisions 0




And 4.3. % 2. £EMEMS B
VHESIENTFELTEDNS RGN E, EEME And 4.7. 156
And 4.3.1. %% sendmail %

yum install -y sendmail
Yeritying : sendmail-8.14./-b.el/s.

Installed:
sendmail.x86 64 0:8.14.7-6.el7

Dependency Installed:
procmail.x86 64 0:3.22-36.el7 4.1

Complete!
[root@localhost ~]1#

And 4.3.2. ME X ZR 5 &

vi /etc/mail/sendmail. mc

BB T HEF AT, 5% Addr # R £ B ip

dnlL #
DAEMON OPTIONS( Port=smtp,Addr=172.168.1.7

Name=MTA"' )dnl

lldnl #
EHG% T EE E# local #Ak % DNS Ak 5 & 2 & 3T 3 4

OnL # ALSO accepT emall Sent To "Local
dnl #

LOCAL DOMAIN( zmzaxg.topf@)dnl |

dnl #
dnl # The following example makes mail

And 4.3.3. A% & sendmail B & X
% B A R B SO md R T E A K
m4 /etc/mail/sendmail.me > /etc/mail/sendmail. cf
1&% H:’:f)u T i

MO LML L L LT 1y woang

‘share/sendmail - cf}m4fcf.m4': I

m4: /etc/mail/se cannot open " /us
o such file or e
[root@localhost ~]#

£ A yum % % — T sendmail-cf
yum install -y sendmail-cf

Verifying : sendmail-cf-8.14.7-6.el7.noarcl

Installed:
sendmail-cf.noarch 0:8.14.7-6.el7

Complete!

Nraa+ATl aralbhac+s T8 A0

ZRTEHRER nd kA RTREFRTUT

ost ~i# md4 Jfetc/mail/sendmail.mc = Jetc/mail/sendmail.cf
ost ~1# |}




And 4. 3.4. B 3) sendmail AR %
[root@localhost ~J# systemctl enable sendmail
[root@localhost ~J# systemctl start sendmail

[root@localhost ~J# systemctl status sendmail

Loaded: loaded (/usr/lib/systemd/system/sendmail.service; enabled; vendor

preset: disabled)
Active: since Mon 2023-06-12 12:36:14 PDT; 13s ago
Process: 29148 ExecStart=/usr/sbin/sendmail -bd $SENDMAIL OPTS $SENDMAIL OP
TARG (code=exited, status=0/SUCCESS)

Hint: Some lines were ellipsized, use

Process: 29143 ExecStartPre=/etc/mail/make aliases (code=exited, status=8/S
UCCESS)

Process: 29141 ExecStartPre=/etc/mail/make (code=exited, status=0/SUCCESS)
Main PID: 29153 (sendmail)

Tasks: 1
CGroup: /fsystem.slice/sendmail.service
L-29153 sendmail: accepting connections

Jun 12 12:36:14 localhost.localdomain systemd[1]: Starting Sendmail Mail T...
Jun 12 12:36:14 localhost.localdomain systemd[1]: Can't open PID file /run...
Jun 12 12:36:14 localhost.localdomain sendmail[29153]: starting daemon (8....
Jun 12 12:36:14 localhost.localdomain systemd[1]: Started Sendmail Mail Tr...

-1 to show in full.

Iroot@localhost ~12 B

And 4. 3. 5. ] Z 4k P
AL H K R P 4

localhos

jord:

SSWORD: The pa
Re e p jord:
passwd: all authentication tokens updated
[root@localhost ~]# useradd user@2
[root@localhost ~]# passwd userez
Changing password for user user@2.
New password:
BAD PASSWORD: The password is shorter than 7 characters
Retype new password:

passwd: all authentication tokens updated successfully.
r . " -

ord shorter than 7 characters

~ a o

And 4. 3.6. &1zt
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g+ he ] =
‘ 7 Internet Explorer ,J -
[ hEedmxsm o il B
“ ) mre el 2
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@ e ©
@) BB EAEME
@ =z ’
o FTETRLAER,

“CEMA” FH. BAE

BIH0: Tokn Smith

@) = )

por: 1)

{E—F@|F-Fw > Bl

Blzrw [@=mEnw




Internet FEfRlS _|
Internet HTHEPFHAH

padslo g (o o e NS e e o T e i o
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|mail. mzaxg. top
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Skt IR S5 52 (SMTE) ()
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Internet EENS
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EEEN i
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IHE HEE EFw BAO #ho IBC >

»

E;L oo | | n
e fiH
WAL Juser2@zmza top
ik vy ZTZEXNG. O
=i |test
B2 v[w~ 5 B I UA S
hhhhh
test@email. cc|

kil

R X
i mtlack Express
| O I
T witks
< I >
FrEA  tools zmraxg top MEPFA : user0Z@zmzave top
F&: 11111

®

FALC v

ARRATET. E“BEFREA" £
EE%@UE—-"%&E‘H&}%J\

zZmzaxg. top

SR, 0 SIE B EEBALT [ g
And 4.3.7. 2% mailx
ERSGE 2 nailx EFBERAVEE

yum —y install mailx

N LIPUGLC:I. ML 1wl 3. Uud L. TUU. i

epel | 4.7 kB 00:
(1/2): epel/x86 64/updateinfo | 1.0 MB 00:
(2/2): 7.8 MB 00:

y installed and latest version

ZERFTZREA 4\/\;&;.5%4@] B HE 7

mail —u user02

[root@localhost ~]# UERNEEEEVERVET-Y g0l

Heirloom Mail version 12.5 7/5/18. Type ? for help.
"/var/mail/user@2": 2 messages 2 new

=N 1 tools.zmzaxg.top Mon Jun 12 12:52 41,1473 “11111"

N 2 tools.zmzaxg.top Mon Jun 12 12:55 42/1551 “www.zmzaxg.top"

o |
B DL BRI R B & 32 7 5 6 7 3 R4
And 4. 3. 8. % % dovecot

yum install -y dovecot

'Il\.rI_LIJr.LIII_.j - L N L L™ LR B e wd T AL et LS

Installed:
dovecot.x86 64 1:2.2.36-8.el7

Dependency Installed:
[@lucene-core.x86 64

Complete!

lermnmnt@Alacalbhacrt _ 12 W




And 4.3.9. 5% B E X
And 4.3.9. 1. B K EBWE Xt
vi /etc/dovecot/dovecot. conf

BN S, BT B AT, £ 8 @ A ER, AR %25 X FF pop LUK imap

# Protocols we want to be serving

protocols = imap pop3 lmtp

—_————— —_———— e = T2 - T -

And 4.3.9. 2. B IE X
vi /etc/dovecot/conf. d/10-auth. conf
A, WEITEHEAFXAT, £#EFE, yes & no, EFEINE

disable plaintext auth = no

And 4.3.9.3. B % mFHE
vi /etc/dovecot/conf.d/10-ssl. conf
HN¥ ss1 LA no FHATIE

sl [ P Lalin Lnap ald pup.
#ssl = required
ssL = no

# DFEFM anrcradad ¥ S0G ¢

And 4.3.9.4. B K HA X HRE
vi /etc/dovecot/conf.d/10-mail. conf

BRTHEITEEARERFOME, KEERFHRIA

# mail leocation = maildir:~/Maildir
{Imail location = mbox:~/mail:INBOX=/var/mail/%u
# mail location = mbox:/var/mail/%d/%1ln/%n:IN

And 4.3.9.5. Gl 44 B2
mkdir —p /Var/mall/ 1map/INBOX

_—— i ———— - — —— -

[root@lucalhost ~]# mkdlr p fvarfmallk 1map}IﬁBDX-
[root@localhost ~]# cd /var/mail/
[root@localhost maill# 11

total 4

-rw-rw----. 1 rpc mail 8@ May 17 06:55 rpc
-rW-rw----. 1 user@l mail 8 Jun 12 12:39 user@l
-rw-rw----. 1 user®@2 mail 3024 Jun 12 12:55 user@2z

-rw-rw----. 1 zmzaxg mail B May 17 07:06 zmzaxg
[root@localhost maill# 1s -a

.imap rpc user@l user@2 zmzaxg
[root@lncalhost mail]#

And 4.3.10. B 3h dovecot

[root@localhost maill# systemctl start dovecot




[root@localhost maill# systemctl enable dovecot

[root@localhost mail]# systemctl enable dovecot

Created symlink from /etc/systemd/system/multi-user.target.wants/dovecot.ser
ice to fusr/lib/systemd/system/dovecot.service.
[root@localhost maill# ||

And 4. 3. 11. M3,
T xp Z 40 1F A cmd 435

telnet mail. zmzaxg. top 110

+0K Dovecot ready.
user userd2

uzerd

[AUTH] Authentication failed.
uzerd2

Mo username given.

userd2
Unknown command.

Unknown command.
userd2

pass userd2
+0K Logged in.

And 4. 4. £ % 3: #HE Web R 5%
And 4.4.1. % % httpd
yum install -y httpd

P et B

mysql56-community

updates

Package httpd-2.4.6-99.el7.centos.1.x86 64 already ins
on

Nothing to do
Trant@laralhact maillz B l

And 4. 4. 2. & 3l Apache R %
[root@localhost maill# systemctl start httpd

taea o

B PO:00
B 00:00
d and latest versi

ety
~— [ A
o o

o

all

[root@localhost mail]# systemctl enable httpd

—————— ==

[root@localhost maill]# systemctl start httpd
[root@localhost maill]# systemctl enable httpd
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.s
e to fusr/lib/systemd/system/httpd.service.
[root@localhost maill# |

And 4. 4. 3. 8172 Web 35 & B Ffo X4
mkdir /var/www/web0l
mkdir /var/www/web02
echo "WZA" >> /var/www/web01/index. html




[root@localhost maill# mkdir /var/www/web@l

[root@localhost maill]# echo "Web®1l" == /var/www/web0l/index.html
[root@localhost maill# echo "<br=<a href='//zmzaxg.top'=https://zmzaxg.to
=" == fvar/www/web0l/index.html

[root@localhost maill# mkdir /var/www/web@2

[root@localhost mail]# echo "web@2<br=<a href='//zmzaxg.top'=https://zmza
op</a=" == jvar/www/web0l/index.html

[root@localhost maill# B

And 4. 4. 4. BREER B3k &
vi /etc/httpd/conf/httpd. conf
NS, K% Require all denied (FE4FTH EHI7 5D % 4 Require all
granted (¥ BT A EHLI7 7))

;Directﬂry =

AllowOverride none
all denied

ranted

15 4 vk R E

{VirtualHost 172.168. 1. 7>
DocumentRoot /var/www/web01
ServerName web01l. zmzaxg. top

</VirtualHost>

{VirtualHost 172.168. 1. 8>
DocumentRoot /var/www/web02
ServerName web02. zmzaxg. top

{/VirtualHost>

TR LD Gt RRFL Y -

AllowOverride none
Require all granted
</Directory=

<VirtualHost 172.168.1.7=
DocumentRoot /var/www/web@l
ServerName web®1.zmzaxg.top
=/VirtualHost=

=\irtualHost 172.168.1.8>
DocumentRoot /var/www/webf?2
ServerName web®2.zmzaxg.top
</VirtualHost=>

(X 87k 3=

cd /etc/httpd/conf.d
[root@localhost conf.d]# pwd
fetc/httpd/conf.d

#it JmiE 6 U




vi virtual. conf
WAL 7 VirtualHost #[7 :

[root@localhost conf.d]# cat virtual.conf

<VirtualHost 172.168.1.7=
DocumentRoot Jvar/www/webol
Servername web®l.zmzaxg.top

=</VirtualHost=

=VirtualHost 172.168.1.8>
DocumentRoot /var/www/webd2
Servername web®82.zmzaxg.top

=/VirtualHost=

IlFreant@Al ancralhact Franf AT# .

And 4.4.5. REF £
X BFERER NGRE, wTH:

Cancel Wired

Details Identity IPv4 IPv6 Security

IPv4 Method () Automatic (DHCP) () Link-Local Only
(e) Manual () Disable
Addresses
Address Metmask Gateway
172.168.1.7 16 172.168.1.1 Q
172.168.1.8 16 [x ]
o

0 B e W B E U, B E 9\ E|/ete/sysconfig/network—scripts/ B
WATFHEAN N+, REFTUSEWT:




TYPE=Ethernet
PROXY METHOD=none
BEROWSER OMLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4 FAILURE FA =nNo

IPVEINIT=yes

IPVGE6 AUTOCONF=yes

llPv6 DEFROUTE=yes

IPV6 FAILURE FATAL=no

IPV6 ADDR GEN MODE=stablefprivacy
MAME=ens33

UUID=bd5feb49-fc6c-4edT facD4-07589e30doat
DEVICE=ens33

ONBEOOT=vyes
IPADDR=172.168.1.7
PREFIX=16
IPADDR1=172.168.1.8
PREFIX1=16
GATEWAY=172.168.1.1

F M 16 F LLEE A 255. 255. 0. 0
WK EB K EEE — T network:

service network restart

[root@localhost ~]# service network restart
Restarting network {(via systemctl): [ oK ]
[root@localhost ~1# |

e B 47 W £ 3| SR EALH emd 438 ping — TH A ip, RIEH ¥ #4T




C:\Users\zmzax>ping 172.168.1.7

Pinging 172.168.1.7 with 32 bytes of data:
Reply from 172.168.1.7: bytes=32 time<lms
Reply from 172.168.1.7: bytes=32 time<lms
Reply from 172.168.1.7: bytes=32 time<lms
Reply from 172.168.1.7: bytes=32 time<lms

1.
1.
1.
1.

Ping statistics for 172.168.1.7:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms

C:\Users\zmzax>ping 172.168.1.8

Pinging 172.168.1.8 with 32 bytes of data:
Reply from 172.168.1.8: bytes=32 time<lms
Reply from 172.168.1.8: bytes=32 time<lms
Reply from 172.168.1.8: bytes=32 time<lms
Reply from 172.168.1.8: bytes=32 time<lms

Ping statistics for 172.168.1.8

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

%W% i&TM&HlpMM%S%ﬁ%

R — e g e e e e ==

[rootﬁlocalhOSt =]ﬂ ip addre55|
1: lo: <LOOPBACK,UP /LOWER UP= mtu 65536 gdisc no
1006

valid 1ft Jforever preferred 1ft forever
ineté ::1/12B scope host
valid 1T forever preferred 1ft forever
2: ens33: <BROGOCAST ,MULTICAST,UP,LOWER UP= mtu
fault glen legp
link/etheypr 00:0c:29:52:96:T5 brd ff:ff:Fff:TT
inet 172.168.1.7/16 brd 172.168.255.255 scop

valid 1ft forever preferred 1ft forever
inet 172.168.1.8/16 brd 172.168.255. 255y

vem T a2 d T F+ Frvearemer maevaFarmemad T FE Formmvom -

X B RA A G R E BRI E T, R A €07

IPADDROFEL172.168.1.7
PREFIXOF16
IPADDR1=172.168.1.8
PREFIX1=16
|GﬁTEWﬂYGF1?2.158.1.1

A E BB B, E% e LA & R

And 4.4.6. &2 httpd & % 5 Nk




systemctl restart httpd

[root@localhost conf.d]# systemctl restart httpd
[root@localhost conf.d]# |

WR R 5 2580 dns R5TT B 30, < H B KK
Z|RIE Y win xp R S ATHF
HIGE (D) @] heep: #7172 168, 1.7/ v | & &3 *ﬁ&'ﬁl

Webll
httpsfomzass top

3J http://172.168.1.8/ — Nicrosoft Internet Exzp... Il
THE HIRE BB WEe IEM #FEho o

Ort - @ [x & @ Prx Jowax @ -

HitE (D) | @] http: /7172, 166 1.8/ v B &3

web(Z
hitpsfemrass top

B IAFESS — Nicrosoft Internet Explorer 1=l
THE HIEE ZFEW W IEO EBo ,er
Qre- © ¥ @ G P== Jowax & 2
Hivtik (00 @http S fwww. bai du. com/ . 3 aE
#E haol23  #HE  WE W BHE HE A
=]
FE

20k, Web R % & EEENEB K dns R 5 25 8934 I K = AT,

%HM%%&%WM:

vi named. zmzaxg. top




$TTL 1D}

Zmzaxg.top. IN SOA dns.zmzaxg.top. root.zmzaxg.top. (
0] : serial
1D : refresh
1H i retry
1w ; expire
3H ) ; minimum

NS dns.zmzaxg.top.

@ MX 18 mail.zmzaxg.top.

dns A 172.168.1.7

mail A 172.168.1.7

A qdbe
A qdbe

vi named. 172. 168. 1

$TTL 1D

@ IN SOA dns.zmzaxg.top. root.zmzaxg.top. (
0] ; serial
1D : refresh
1H ; retry
1w ; expire
3H ) : minimum

NS dns.zmzaxg. top.

7 PTR dns.zmzaxg.top.

8 webB2.zmzaxg.top.

Fi web®l.zmzaxg.top.

@ MX 10 mail.zmzaxg.top.

7 PTR mail.zmzaxg.top.

B & % A& 5 B E %78 o DNS R 52

systemctl restart named

irootélﬂialhost namedj# systemctl restart named
[root@localhost named]# |

TR 8 T DNS R 58 B9 xp R 5t b okt fib 38 33 354 977 171




Hi 4k (D) @ http:ffwebll. zmzaxg. top,

Web01
hitps/famrans top
FEAHESE - Nicrosoft Internet
IEE)  ERIEE)

Explorer

EF W@k ITRO &

Q- O XEG Lwr frwmx @ 2

_ HiAE (0 @http:fﬁwebﬂz mzaxg. top/

v B =3l

webl2
hitps/femrass top

A AHES S — Nicrosoft Internet

Explorer |:| |

¥ FwEE FF0 W W IRO B

Qe - O (¥ @ G Pox Jrwme @ 2

Hihk (o) @ http: S fwww. baidu. com/

v | g =3

#rim haol23  HE W

BE

wmHE BR FE

And 4.5. %% 4: % DHCP R % &
And 4.5.1. %% DHCP &,
yum -y install dhcp

[T EF RN PR B Ll L T T

-+ o —
Verifying : 12:dhcp-4.2.5-83.el7.centos.1.x86 64

Installed:
dhcp.x86 64 12:4.2.5-83.el7.centos.1

Complete!
[root@localhost named]# li

And 4.5.2. B R EE X+
vi /etc/dhcp/dhepd. conf
WA USRT 77
subnet 172.168. 0.0 netmask 255.255.0.0
# M DHCP R %2 EHy TP Mt
range 172.168.1.100 172.168. 1.
# DHCP MR % % IP

{
5]
200;

ay a

1/1




option domain—name-servers 172.168. 1. 7;
B EEBRIAM X

option routers 172.168.1.1;

# BN 29 (A

defaul t—lease—time 600;

B 48 2 A JE A

max—lease—time 7200;

#
# DHCP Server Configuration file.

# see Jusr/share/doc/dhcp*/dhcpd.conf.example
# see dhcpd.conf(5) man page

m

# BRI DHCP 5 3K B9 [ -+ B9+ 0O i 41k , BD | &6 0 45 A &
subnet 172.168.0.0 netmask 255.255.08.0 {
# Itk DHCP R &£ 43 BECRY IP ik e B
range 172.168.1.100 172.168.1.200;
# DHCPHRE 55 8 1P
option domain-name-servers 172.168.1.7;
#BE *

-

option routers 172.168.1.1;
# Btk 7H 9 B [g]

default-1 e-time 600;
#EF Fi B 8
max-lease-time 7200;

H o EWALEY NAT AT B 40 T
MAT =22

[eAsE: vmnetd
FRP:  172.168.0.0

Feddis: 255.255.0.0
fZEPE): | BE.163. 1 .1 |

And 4. 5. 3. 2 50 DHCP Ak %5 4=,
JE o]
[root@localhost named]# systemctl start dhcpd
[root@localhost named]# systemctl enable dhcpd
[root@localhost named]# s-ysternctl start dhcpd-
[root@localhost named]# systemctl enable dhcpd
Created symlink from /etc/systemd/system/multi-user.target.wants/dhcpd.servic

e to fusr/Llib/systemd/system/dhcpd.service.
[ront@localhost namedl#

ILEES
|l xp 2% cmd EE K EHH ip




C:sDocuments and SettingssAdministrator>ipconfig

Windows IP Configuration

Ethernet adapter Bluetooth

Media State . . . Media disconnected

Ethernet adapter Tﬂh_*ﬁ

Connection—specific i localdomain
IF Address. . . . . 172.168.1.9
Subnet Mask . . . . 255.255.8.8
Default Gateway . . 172.168.1.1

C:~Documents and SettingsAdministrator>

ZH B ip £ 172.168.1.9, RMEHFEEZE—TWF, kv 8 WK

LAN S5 Internet g7 *ﬂﬁﬁ ﬁﬁ d
_.J HHiZE 3 wH | HHE
> Eﬁ?ﬁi HER:. . 1
__li_lmware heocelerat. . EERE
"4 H b e B IHCF 3Ei%
TAKEH Lo TF HbhE 172 168, 1. 100
7 Bluetootn PESER FFIHER: £55.255.0.0
'fr‘g B2 172.168. 1. 1
[

A Ih % DHCP MR %% 4B 2| ip, #AJ5 ping — T baidu. com & & :

C:“Documents and Settings“Administrator?ping baidu.com
Pinging baidu.com [39.156.66.181 with 32 buytes of data:

Reply from 3?.156.66.18: hutes=32 time=4tms TTL=128
Reply from 3?.156.66.18: hutes=32 time=4tms TTL=128
Reply from 3?.156.66.18: hutes=32 time=4tms TTL=128
Reply from 37.156.66.18: huytes=32 time=4bms TTL=128

Ping statistics for 39.156.66.18:
Packetz: Sent = 4. Received = 4. Lost = B (@x loss>,

Approximate round trip times in milli-—seconds:
Hinimum = 45ms, Maximum = 46ms,. Average = 45ms

C:“Documents and SettingsAdministratopr

And 4.6. %% 5: #£ZEFTP 4 &

And 4.6. 1. % % vsftpd
yum install -y vsftpd




e = = e =

Verifying : vsftpd-3.0.2-29.el7 9.x86 64 1/1

Installed:
vsftpd.x86 64 0:3.0.2-29.el7 9

Complete!
= === =

And 4.6.2. QI P fEH X
EEEE RS B R CAELIAANNAKES T, wRARFER I LLF 0
NFTHI P
useradd [F F 4]
passwd [ P & ##ti% B 5 A
A% ftp B X
[root@localhost named]# mkdir —p /data/ftp data /data/ftp data/anon
[root@localhost named]# chmod o+w /data/ftp data/

[root@localhost named]# mkdir -p /data/ftp data /data/fTtp data/anon

[root@localhost named]# chmod o+w sdata/ftp data/
[root@localhost named]# cd /data/ftp data/
[root@localhost fTtp datal# 11

total @

drwxr-xr-x. 2 root root 6 Jun 13 11:03 anon
[root@localhost ftp datal# I

[root@localhost datal# ls -ld /data/ftp data/
drwxr-xrwx. 3 root root 18 Jun 13 11:03 Jfdata/fTtp data/
[root@localhost datal# ls -1d /data/ftp data/anon/

drwxr-xr-x. 2 root root 6 Jun 13 11:03 /data/ftp data/anon/
[rant@l nealhnst datal#

And 4.6.3. B K EE X
vi /etc/vsftpd/vsftpd. conf
LB XA K EERAT, wRRELET LA nv &0 E S, FEA gep
-v "#" vsftpd.conf.bak > vsftpd.conf, FFFREGHR. B 21T H:
[root@localhost datal# mv /etc/vsftpd/vsftpd. conf
/etc/vsftpd/vsftpd. conf. bak

[root@localhost datal#t grep -v "#" /etc/vsftpd/vsftpd.conf.bak >
/etc/vsftpd/vsftpd. conf

LEWULDLULd LIS L udLd I+

[root@localhost datal# mv fetc/vsftpd/vsftpd.conf fetc/vsftpd/vsftpd.conf.bak
[root@localhost datal# grep -V "#" jetc/vsftpd/vsftpd.conf.bak = fetc/vsftpd/vsft
lront@l ncalhost datal#

TG RN B2 — HERATT

vi /etc/vsftpd/vsftpd. conf

ERE X F
B
anon_root=/data/ftp data/anon




anon_upload enable=YES

anon mkdir write enable=YES

local root=/data/ftp data
chroot local user=YES
allow writeable chroot=YES

BHAHAHAHHHRH O A H S S AR AR AR HY

anonymous enable=YES
local enable=YES
wWwrite enable=YES
local umask=022

anon_root=/data/ftp data/anor
anon upload enable=YES
anon mkdir write enable=YES

local root=/data/ftp data
chroot local user=YES
allow writeable chroot=YES

dirmessage enable=YES
xferlog enable=YES
connect from port 20=YES
xferlog std format=YES
listen=NO

listen ipv6=YES

pam service name=vsTtpd
userlist enable=YES
tcp wrappers=YES

SR Ja %] /etc/selinux/config & & SELINUX BC & &4 4 disable, TZHIE
FELBRRT, ER—TXHEFERRFH

vi /etc/selinux/config
7 PETMLSSLVE - SELLNUX

# disabled - No SELinu
#SELINUX=enforcing

MISELINUX=disable
# SELINUXTYPE= can take on
# tarneted - Tarneted

And 4.6.4. B B F i
[root@dns ~]# systemctl restart vsftpd

[root@dns ~]# systemctl enable vsftpd

L= bl o b VA Ly S LaEuny wwEre Ly

[root@dns ~]# systemctl restart vsftpd

[root@dns ~]# systemctl enable vsftpd

Created symlink from /etc/systemd/system/multi-user.target.wants/vsftpd.service to /fusr
/lib/systemd/system/vsftpd.service.




bREy
B B SR EARE xp BN XU R FETEEFNEFTERA ftp: /R
%25 ip]:

(81 £1p://172.168.1.7/

1R:5as » 1EER AR P A E.

iy FIF frsiad:
et APEW:
o 5 R ED:
BFE LT RSt nAlseE s . LI{EE SRR

/3, FIP FaErE xR S8 g T IOt RN TN AT . ERIP TN
&, 1ER Web ICHEIE (WebDAV).

Learn more about nsing Web Folders.

w22 (iR &
ErnlEE

8% £tp://172. 168. 1.7/ (=]
THE EIEE FEFY W ITEREO #FEho i

Qre- ) T P== ‘Hf m*—t;@‘ R
HitE ) [($0 fpep: /7172, 188 1.7/ v B#a B

s £ -_
(EEL E—_J

[EE:7: e t.bxt
) AR

) FLLSER

2 Btk
@ Internet Explorer

B [$]172.168. 1.7

@SI\OI\
3 ftpyn72.168..77 X 4 - o x
Fe &% @ B ® W N HE- S-&ES-
&« > v A 35 internet > 172168.1.7 v O T 172.168.1.7 HiE= P
3008Tool00 =
BEHE
FileRecw L‘\’

And 4.7. % 6: #£ZEDNS R %2
And 4.7.1. %% bind R %




yum install -y bind

RUIHLIY L ansaoLiun Lest

Transaction test succeeded

Running transaction
Installing : 32:bind-9.
Verifying : 32:bind-9.

1.
1.

6.P2.e17_9.13.x86_64 1/1
6.P2.e17_9.13.x86_64 1/1

=t

4-2
4-2

Installed:
bind.> 32:9.11.4-26.P2.e17 9.13

TrantAl aralhact wim rannce Al4 B I

And 4.7.2. BB XM
And 4.7.2.1.DNS £ &
vi /etc/named. conf
HNEE X, ¥ TEH listen-on &8 ip BB RMREE ip 2#F any
Allow—query HJ locla & 2% & any

// See the BLND Adminlstrator's Heterence Manual (ARM) Tor detalls ab
/4 configuration located in fusr/share/doc/bind-{version}/Bv3ARM. html

options {
listen-on port 53 { 172.168.1.7; };
listen-on-v6 port 53 { ::1; };
directory " /var/named" ;
dump-file " fvar/named/data/cache dump.db";

statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/d=ca/named mem stats.txt";
recursing-file "/var/named/”.ta/named.recursing";
secroots-file  "Jvar/nar-./data/named.sec

allow- ' { any; };

And 4.7.2. 2. $kiic &
vi /etc/named. rfcl912. zones
HNLE X, EXHHREFMAERXNRE
HEHHEHHER TSR H SR AR S AR SO A SRS E R T T
zone "zmzaxg. top" IN {
type master;
file "named. zmzaxg. top";

allow-update { none; };

zone "1.168.172. in-addr. arpa" IN {
type master;
file "named. 172.168.1";

allow-update { none; };




1

zone "@.in-addr.arpa” IN {]]
type master;
file "named.empty";
allow-update { none; };

zone "zmzaxg.top" IN {
type master
file "named.zmzaxg.top";
allow-update { none; };

Ii;
zone "1.168.172.in-addr.arpa" IN {
type master
file "named.172.168.1";
allow-update { none; };

-- INSERT --
And 4.7.2. 3. BCE /A f#ET
## cd # A\ named B &, ¥ UHAHHEE X4
cd /var/named/
[root@localhost named]# cp —p named. localhost named. zmzaxg. top

[root@localhost named]# cp —p named. localhost named. 172. 168. 1

[root@localhost yum.repos.d]# cd /var/named/

[root@localhost named]# cp -p named.localhost namad.zmzaxg.top
[root@localhost named]# cp -p named.localhost namad.172.168.1
[root@localhost namedl# [J

#it dmiEEC B UM

vi named. zmzaxg. top

$TTL 1D
@ IN SOA @ dns.zmzaxg.top. root.zmzaxg.top. |
o] ; serial
1D ; refresh
| 1H s retry
W ; expire
3H ) ; minimum
NS dns.zmzaxg.top.
@ M 16 mail.zmzaxg.top.
dns A 172.168.1.7
mail A 172.168.1.7
W A 172.168.1.8
vi named. 172. 168. 1
$TTL 1D
4@ IN SOA @ dns.zmzaxg.top. root.zmzaxg.top. (
o] ; serial
2 1D ; refresh
i 1H i retry
w ; expire
3H ) 5 minimum
NS dns.zmzaxg. top.
7 PTR dns.zmzaxg. top.
8 PTR Www . Zmzaxg.top.
@ MX 10 mail.zmzaxg.top.
7 PTR mail.zmzaxg.top.[j

EU D EAERERE TR SOA FER ‘07 FE LR, BTHIREE, wRA




HEp4EIR, TUEA “vin” RBEET HEEREIR,
And 4.7.3. B s Fa i
And 4.7.3.1. B3l
A mRRERHHA BRI TE, R rERFARE XHRENEFE

o1 H rE A

5] R, 1F A 2!

VldpPLay aLiL £J7 pPUDDILULLLLLICD! Ly wi ny
[root@localhost named]# systemctl start named
Job for named.service failed because the control process exited with error code. See
ystemctl status named.service" a

e" and "journalctl -xe" for details.
B et T

I\CL.IJ.ICLLJ.IIH LW Ly ZI:IfllLCIII'LLL 3LUP Ll SwWwauLwu
[root@localhost ~]# systemctl start named
[root@localhost ~]# systemctl enable named
[root@localhost ~1# 1

And 4.7.3.2. 34

VM E WAL RS win xp, ENERBEW tep/ip FELE dns X L& dns
M52 ip

Internet #h¥ (ICP/IP) HtE
B | gEEE

N0 PlsE 2 FFLETER » MUATLLZEE) B=tisiRgd I wE. T,
EREMN B REEERLRRESN 1P BE.

®F 3

@] ‘FE%IP Hidh (53
. ]
L ]
7]

O B&hiRiE vs IRSGERHLE B)
@ FERATE v ARSERHLE E):

Hik s IRES%E: 172 188 . 1 . T
Rl T E—
[ == ][ HiK ]

I xp RGM emd &fi, %A nslookup 7% H 45 oT UG B/ dns A4S 2510
dns.zmzaxg.top

SRIGTE nslookup ) “>7 JG M 4kS2%n N\ set type=mx zmzaxg.top nslookup Xt <7E
zmzaxg.top 3k _FEH ST MX [1) DNS Jr 5545 fif b -




C:“Documents and Settings“Administratorinslookup
Default Server: dnz.zmzaxg.top
Address: 172.168.1.7

> lset type=mx
>lEmzaxy.-top

Server: dns.zmzaxg-top
Address: 172.168.1.7

DNS request timed out.
timeout was 2 seconds.
M preference = 18, mail exchanger = mail.zmzaxg.top
mzZaxg.top nameserver = dns.zmzaxg.top
mail.zmzaxg.top internet address = 172.168.1.7
dns.zmzaxg.top internet address = 172.168.1.7
> Windrwes 200

## F ping 4 AR R YL &7 B — T 8 B # R £ % 77 5 B =]
HUAE (0 @] http: o fiew. baida. conf |

A haol23 WA ReE i BN R

Baith &

AFINDO¥S\ system32icnd. exe

C:“Documents and Settings“Administrator>ping baidu.com
Pinging baidu.com [3?.156.66.181 with 32 hytes of data:

Reply from 32.156.66.18: byte 2 time=45ms ITL=128
Reply from 32.156.66.18: bytes=32 time=45ms ITL=128

[Ping statistics for 39.156.66.10:

Packets: Sent = 2, Received = 2, Lost = B <(Bx loss).
fipproximate round trip times in milli—gzeconds:

Minimum = 45ms, Maximum = 45ns, Average = 4bms

C:“Documents and Settings“Administrator>_

And 4.8. 1% 7: ## samba R &
And 4. 8. 1. & % samba

yum install -y samba

Veritying : pytalloc-Z.
Verifying : python—tdb-1.
Installed:

Ramba.x86_64 ©:4.10.16-24.el7_9

Dependency Installed:
pyldb.x86_64 0:1.5.4-2.el7 pytalloc.x86_64 ©:2.1.16-1.el7 python-tdb.x86_64 8:1.3.18-1.el7
samba-common-tools.x86_64 8:4.10.16-24.el7_9 samba-libs.x86_64 0:4.18.16-24.el7_9

Complete!
[root@mail ~]#|

And 4. 8. 2. B 3/ samba Ak %
systemctl start smb
systemctl status smb

systemctl enable smb




root@mail ~]# systemctl start smb
[root@mail ~]# systemctl status smb
® smb.service - Samba SMB Daemon
Loaded: loaded (/usr/lib/systemd/system/smb.service; disabled; vendor preset: disabled)
Active: active (running) since Tue 2823-86-13 17:31:22 PDT; 38s ago
Docs: man:smbd(8)
man:samba(7)
man:smb.conf(5)
: 23779 (smbd)
smbd: ready to serve connections..."
Y
: [system.slice/smb.service
[—23779 /usr/sbin/smbd —-foreground --no-process-group
23787 /usr/sbin/smbd ——foreground --no-process-group
23788 /usr/sbin/smbd —-foreground --no-process-group
—23789 /usr/sbin/smbd --foreground --no-process-group

Jun 13 17:31:21 mail.zmzaxg.top systemd[1]: Starting Samba SMB Daemon...

Jun 13 17:31:22 mail.zmzaxg.top smbd[23779]: [2023/06/13 17:31:22.922807, @] ../../lib/util/become_daemon.c:13...eady)
Jun 13 17:31:22 mail.zmzaxg.top systemd[1]: Started Samba SMB Daemon.

Jun 13 17:31:22 mail.zmzaxg.top smbd[23779]: daemon_ready: daemon 'smbd' finished starting up and ready to se...tions
Hint: Some lines were ellipsized, use -1 to show in full.

[root@mail ~]# systemctl enable smb

Created symlink from /etc/systemd/system/multi-user.target.wants/smb.service to fusr/lib/systemd/system/smb.service.
[rootgmail ~1#

And 4.8.3. 4l HF£Z

[root@mail opt]# mkdir manager market factory

[root@mail opt]# touch manager/ market/ factory/
[root@mail opt]# chmod -R 777 *

[root@mail ~]# cd /opt/

[root@mail opt]# mkdir manager market factory
[root@mail opt]# touch manager/ market/ factory/
[root@mail opt]# chmod -R 777 =
[root@mail optl# 11

total @

drwxrwxrwx. 2 root

drwxrwxrwx. 2 root

drwxrwxrwx. 2 root

drwxrwxrwx. 2 root

[root@mail opt]l#

WL L
I W0 D O

And 4.8. 4. €172 P A F R P
llE=FE D
[root@mail opt]# useradd toolll
[root@mail optl]# useradd mike
[root@mail optl]# useradd admin
[root@mail opt]# useradd cali
EA A
[root@mail optl]# groupadd market

[root@mail optl]# groupadd factory
[root@mail opt]# useradd toolll
[root@mail optl# useradd mike
[root@mail optl# era admin

[root@mail optl# useradd cali
[root@mail opt]# groupadd market
[root@mail optl# groupadd factory




¥R PRl B R P4

[root@mail optl]# gpasswd —a toolll market
[root@mail optl]# gpasswd —a cali market
[root@mail opt]# gpasswd —a mike factory
[root@mail opt]# gpasswd —a admin factory

[root@mail optl# gpasswd -a toolll market
Adding user toolll to group market
[root@mail opt]# gpasswd -a cali market
Adding user cali to group market

[root@mail optl# gpasswd -a mike factory
Adding user mike to group factory
[root@mail optl# gpasswd -a admin factory
Adding user admin to group factory
[root@mail optl#

And 4.8.5. A M 2 SMB A P

[root@mail optl]# smbpasswd —a zmzaxg

[root@mail opt]# smbpasswd —a toolll
[root@mail opt]# smbpasswd —a mike
[root@mail opt]# smbpasswd —a admin
[root@mail optl]# smbpasswd —a cali

root@mail optl#
[root@mail opt]# smbpasswd -a zmzaxg
New SMB password:
Retype new SMB password:
Added user zmzaxg.
[root@mail optl# smbpasswd -a toolll
New SMBE password:
Retype new SMB password:
Added user toolll.
[root@mail opt]# smbpasswd -a
New SMB password:
Retype new SMB password:
Added user mike.
[root@mail optl]# smbpasswd -a admin
New SMB password:
Retype new SMB password:
Added user admin.
[root@mail opt]# smbpasswd -a
New SMB password:
Retype new SMB password:
Added user cali.
[root@mail opt]#

And 4.8.6. &% B E




[root@mail opt]# vi /etc/samba/smb. conf
E@EE%E}JU)\

BHAHAH TR R R R R A A A H A A H A H A H A R A H A AR A Y

BHEHAHRHAHATRTRTH

[manager ] # SMB R 4 # £ F X KM 4
comment = manager document # H
path = /opt/manager # AZHFXBZ
valid users = admin, zmzaxg # SR H P/ P A
writable = yes # EERIR

[market ]
P 3:NE
comment = market staff document
path = /opt/market
valid users = @market,zmzaxg,admin
writable = no
write list = @market, zmzaxg
HHNA P R
[factory]
P3:NE
comment = factory staff document
path = /opt/factory
valid users = @factory,admin, zmzaxg
writable = no

write list = @factory,admin

# SMB AR %25 £ = X1

# #
EFHXER

A ER /R P A
i F AR
REEAFPTRE,

H T B

SMB A %- 8 3t Z U

H

# #7

# AFHXER

# AR/ R A
# R ERR

# & ESH P R

I

b

sttt st s st s s s s s

BHAHRHAHHHHAHEHY




HEHRHHHBRARRHHHARREARAR AR AR AR RA R HE R R AR AR R #############################
[manager] :

comment = manager document

path = /opt/manager

valid users = admin,zmzaxg

writable = yes

[market]
comment = market staff document
path = /fopt/market
valid users = @market,zmzaxg,admin
writable = no
write list = @market,zmzaxg
[factory]
comment = factory staff document
path = /opt/factory
valid users = @factory,admin,zmzaxg
writable = no {7
write list = @factory,admin # RAIEBEPRHOE
HARHARARABARARARAAHABARARARHRHARAR AR AR BRH AR AR ARAR BB HBHEH AR B AR R HEHBH AR BRH B HBH AR B R RS
—— INSERT -——

B A R

WERE X ELEE L RE, SUNEEXTTH:

= manager document
/opt/manager
= admin,zmzaxg

= market staff document
Jfopt/market
= @market,zmzaxg,admin

= @market,zmzaxg
= factory staff document
Jfopt/factory

= @factory,admin, zmzaxg

@factory,admin

And 4.8.7. E & SMB A 4 5 ik
And 4.8.7.1. E 2 SMB
[root@mail optl]# systemctl restart smb

[root@mail opt]# systemctl restart smb

[root@mail opt]#

[root@mail optl]# systemctl status smb




[root@mail opt]# systemctl status smb
smb.service - Samba SMB Daemon
Loaded: loaded (/usr/lib/systemd/system/smb.service; enabled; vendor preset: disabled)
Active: since Tue 2823-06-13 18:31:21 PDT; 1min 21s ago
Docs: man:smbd(8)
man : samba(7)
man:smb.conf(5)
Main PID: 38632 (smbd)
Status: "smbd: ready to serve connections...
Tasks: 4
CGroup: /system.slice/smb.service

2 fusr/sbin/smbd --foreground --no-process-group
}38634 /usr/sbin/smbd --foreground --no-process-group
|38635 /usr/sbin/smbd ——foreground --no-process—-group
L38636 /usr/sbin/smbd -—foreground --no—process—group

:21 mail.zmzaxg.top systemd[1]: Stopped Samba SMB Daemon.
:21 mail.zmzaxg.top systemd[1]: Starting Samba SMB Daemon...
21 mail.zmzaxg.top smbd[386
mail.zmzaxg.top systemd[1]: Started Samba SMB Daemon.
mail.zmzaxg.top smbd[38632]:
ome lines were ellipsized, use -1 to show in full.
[root@mail opt]#

And 4.8.7.2. &
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bk (@)

L) Wh1TE 1B 1T

B&is FEET mail. zmzaxg. top [

|ﬁ IMTaxZ

|******

EgEEWTH:

_ » W > 172.168.1.7 » admin » N T admin %
» £i - M E
* .mozilla 2023517 21:52
* 5 .bash logout 202111725 0:33
B .bash _profile 2021711725 0:33
H .bashrc 2021/11/25 .33
= textixt 2023/6/14 9:46

And 4.9. £% 8: HERERSH
And 4.9. 1. &% squid
[root@mail ~J# yum -y install squid

Installed:
squid.x86_64 7:3.5.20-17.el7_9.8

Dependency Installed:

libecap.x86_64 ©:1.8.8-1.el7 perl-Digest.noarch 8:1.17-245.el7
perl-Digest-MD5.x86_64 8:2.52-3.el7 squid-migration-script.x86_64 7:3.5.20-17.el7_9.8

Complete!
[root@mail ~]#

And 4.9.2. BRI E
vi /etc/squid/squid. conf




HNILE X9 £ %] http access deny all, B #: http access allow
all

# And finally deny all other access to this proxy
#http_access deny all #fi¥FrFrE AR
http_access allow all #iE % Rr & A

# Squid normally listens to port 3128
—— TNSERT -—-

(REATEHEBEXR, Fibd#)
EREREE A
s
BEFARXT W P

cache effective user squid

BE T A A

cache effective group squid

HEZ A7 64M B 4 2

cache mem 64 MB

#E5E T #89 # 3L 10MB B9 X1
reply body max size 10 MB

#A I AMB B9 XA HAT R

maximum object size 4096 KB

B R R R R

HHHHHHHHEHAHAHA R HAR Y
cache_effective_user squid
cache_effective_group squid
cache_mem &4 MB

reply_body_max_size 18 MB
maximum_object_size U896 KB
HHRHHBHAH AR ER R R R ER R

And 4.9.3. B RERF &
[root@mail ~1# squid

[root@mail ~]# systemctl enable squid

[root@mail ~]# squid
[root@mail ~]# systemctl enable squid
Created symlink from /etc/systemd/system/multi-user.target.wants/squid.service to /usr/lib/systemd/system/squi

ce.
[rootgmail ~]# |

And 4.9.4. BEEREZE F 3%
X B A xp EWMAHLEEE
SZHNEBER TR, SIFHE
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BEhEeE
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HHARERSHBETR, BEEFRSBHEERFE
Ping BEE &

ssDocuments and Settings“AdministratorXping baidu.com

Pinging bhaidu.com [3?_156.66.181 with 32 hytes of data:

Reply from 3?_156.66.18: bytes=32 time=39ms TTL=128
Reply from 3?_156.66.18: bytes=32 time=39ms TTL=128
Reply from 3?_156.66.18: bytes=32 time=39ms TTL=128
Reply from 3?_156.66.18: bytes=32 time=39ms TTL=128

Ping statistics for 39.156.66.18:

Packetz: Sent = 4, Received = 4, Lost = @ (B loss>.
Approximate round trip times in milli-seconds:

Minimum = 3%ms. Maximum = 39m=,. Average = I%ms

“Documents and Settings“Administrator?

And 4.10. £ 4 9: ## NAT R % &
And 4.10. 1. #HEH
[root@mail ~1# iptables —t filter —-F
[root@mail ~1# iptables —t nat -F
[root@mail ~1# iptables —t mangle —F

[root@mail ~]# iptables -t filter -F

[root@mail ~]# iptables -t nat -F
[root@mail ~]# iptables -t mangle -F




And 4.10.2. % & Web fi % &
[root@mail ~J# iptables —A FORWARD —i ethO —p udp ——dport 80 —j ACCEPT
[root@mail ~J# iptables —t nat —A POSTROUTING —o ethO —p tcp ——dport
80 —j SNAT ——to—source 202. 112. 113. 112
[root@mail ~J# iptables —t nat —A POSTROUTING —o ethO —p udp ——dport
80 —j SNAT ——to source 202 112.113. 112

3 ) A 0 r't 8 A P
[Iootmmall ]# iptables -t nat -A POSTROUTING -o eth8 -p tcp --dport 88 -j SNAT -—-to-source 202.112.113.112

[100tmma1L ~]# iptables -t nat -A POSTROUTING -o eth® -p udp --dport 80 -j SNAT --to-source 262.112.113.112

And 4.10.3. % & DNS R 5 &
[root@mail ~J# iptables —A FORWARD —-i ethO —p tcp —dport 53 —j ACCEPT
[root@mail ~J# iptables —A FORWARD —i ethO —p udp ——dport 53 —j ACCEPT

[root@mail ~]# iptables -A FORWARD -i eth® -p tcp --dport 53 -j ACCEPT
[root@mail ~]# iptables -A FORWARD -i eth® -p udp --dport 53 -j ACCEPT
[root@mail ~1#

And 4.10. 4. % B @R 5 %
[root@mail ~J# iptables —A FORWARD —-i ethO —p tcp —dport 25 —j ACCEPT
[root@mail ~]# iptables —A FORWARD —i ethO —p udp ——dport 25 —j ACCEPT
[root@mail ~]# iptables —A FORWARD -i ethO0 —p udp ——dport 110 —j
ACCEPT
[root@mail ~]# iptables —A FORWARD -i ethO0 —p tcp ——dport 110 —j

ACCEPT
[root@mail iptables —-A FORWARD -1 eth€ —-—dport 25 -j ACCEPT
[root@mail iptables —A FORWARD -1 ethe€ p ——dport 25 -j ACCEPT
[root@mail iptables —A FORWARD -i eth€ -—dport 118 -j ACCEPT
[root@mail iptables —A FORWARD -1 eth€ ——dport 118 -j ACCEPT
[root@mail

And 4.10.5. % E A E K ICMP £ &

[root@mail ~J# iptables -t filter —A INPUT —p icmp ——icmp—type 8 —j
DROP

[root@mail ~]# iptables -t filter —A OUTPUT —p icmp ——icmp—type 0 —j
DROP

[root@mail ~J]# iptables —t filter —A FORWARD —p icmp ——icmp—type 8 —
j DROP

[root@mail ~J# iptables —t filter —A FORWARD —p icmp ——icmp—type 0 —

j DROP
[root@mail iptables -t filter INPUT -p icmp -—-icmp-type 8 -j DROP
[root@mail iptables -t filter OUTPUT -p icmp --icmp-type @ -j DROP
[root@mail iptables -t filter FORWARD -p icmp ——icmp-type 8 —-j DROP

[root@mail iptables -t filter FORWARD -p icmp ——icmp-type @ -Jj DROP
[root@mail




And 4.10. 6. 7 .E P %43 #
[root@mail ~]# iptables -t filter —A INPUT —p tcp —tcp—flags ALL ALL
—-Jj DROP
[root@mail ~J# iptables -t filter —A FORWARD —p tcp ——tcp—flags ALL
ALL -j DROP
[root@mail ~J# iptables -t filter —-A INPUT -p tcp ——tcp—flags ALL
NONE —j DROP
[root@mail ~J# iptables —t filter —A FORWARD —p tcp —tcp—flags ALL
NONE —j DROP
[root@mail ~J# iptables —t filter —A FORWARD —p tcp —tcp—flags ALL
FIN, URG, PSH —j DROP
[root@mail ~J# iptables —t filter —A INPUT —p tcp —tcp—flags SYN,RST
SYN,RST —j DROP
[root@mail ~]# iptables -t filter —-A FORWARD —p tcp ——tcp—flags
SYN,RST SYN,RST —j DROP

[root@mail ~]# iptables -t filter INPUT -p tcp ——tcp-flags ALL ALL -j DROP
[root@mail ~]# iptables -t filter FORWARD -p tcp —-tcp—flags ALL ALL -j DROP
[root@mail ~]# iptables -t filter INPUT -p tcp —--tcp-flags ALL NONE -j DROP
[root@mail ~]# iptables -t filter FORWARD -p tcp —-—-tcp-flags ALL NONE -j DROP

[root@mail ~]# iptables -t filter FORWARD -p tcp —-—-tcp-flags ALL FIN,URG,PSH -j DROP
[root@mail ~]# iptables -t filter INPUT -p tep —--tcp-flags SYN,RST SYN,RST -j DROP
[root@mail ~]# iptables -t filter FORWARD -p tcp —-—-tcp-flags SYN,RST SYN,RST —-j DROP
[root@mail ~1#

And 4.10.7. 2% & 2 7 DL SSH 77 R # 5| 7 K F 5 % ik &
[root@mail ~]# iptables —t filter —A INPUT —p tcp ——dport 22 —j ACCEPT

[root@mail ~J]# iptables —t filter —A INPUT —p udp ——dport 22 —j ACCEPT

[root@mail ~]# iptables -t filter -A INPUT -p tcp --dport 22 -j ACCEPT
[root@mail ~]# iptables -t filter -A INPUT -p udp --dport 22 -j ACCEPT

[root@mail ~]#

And 4.10. 8. #I & & 3% B & 3
[root@mail ~J]# ping baidu. com

% ping &4




[root@mail ~]#

[root@mail ~]1#

[root@mail ~]# ping baidu.com

PING baidu.com (116.242.68.66) 56(84) bytes of data.

64 bytes from 110.2uU2.68.66 (110.242.68.66): icmp_seq=1 tt1=128 time=u1l.
64 bytes from 116.2uU2.68.66 (110.242.68.66): icmp_seq=2 tt1=128 time=u1l.
64 bytes from 110.2uU2.68.66 (110.242.68.66): icmp_seq=3 ttl1=128 time=u2.
64 bytes from 116.2uU2.68.66 (110.242.68.66): icmp_seq=4 tt1=128 time=u2.
64 bytes from 110.2uU2.68.66 (110.242.68.66): icmp_seq=5 tt1=128 time=u2.
64 bytes from 110.2u2.68.66 (110.242.68.66): icmp_seq=6 tt1=128 time=uu.
64 bytes from 110.2uU2.68.66 (110.242.68.66): icmp_seq=7 ttl1=128 time=u1l.
64 bytes from 110.2u42.68.66 (110.242.68.66): icmp_seq=8 tt1=128 time=u3.
~C

-—— baidu.com ping statistics ———

8 packets transmitted, 8 received, 8% packet loss, time 7083ms

rtt min/avg/max/mdev = 41.437/42.489/44,997/1.111 ms

[root@mail ~]#
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[root@mail ~]# mail -u usere2
Heirloom Mail version 12.5 7/5/1@. Type ? for help.
"/var/mail/user@2": 3 messages 3 new

1 tools.zmzaxg.top Mon Jun 12 12:52 41/1473 "11l11l"

2 tools.zmzaxqg.top Mon Jun 12 12: 42/1551 "www.zmzaxg.top"
3 tools.zmzaxg.top Tue Jun 13 19: 41/1451 "baidu"
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